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🪶 Chief Technical Architect @ Porsche Informatik.
👨💻 Professional developer since 1998.

 You'll find my code at github.com/derkoe

 More talks and information at derkoe.dev

 I tweet at @derkoe

 I toot at @derkoe@mastodon.social

https://www.porscheinformatik.com/
https://github.com/derkoe
https://derkoe.dev/
https://twitter.com/derkoe
https://mastodon.social/@derkoe


This talk only covers dependency management
(„Vulnerable and Outdated Components“  

OWASP Top 10 - A06:2021) 

There are more security relevant aspects.



😀



Source: https://twitter.com/cyb3rops/status/1469326219174891520



had one or more supply chain security 
issues in last year

State of Open Source Security Report 2023, Snyk

https://go.snyk.io/state-of-open-source-security-report-2023.html






Inventory Scan Update
Regularly 

update your 
dependencies

Scan your 
dependencies 

for known 
vulnerabilities

Create an 
inventory of 

your apps and 
dependencies

🗃 🔎 🔄



Inventory🗃



Software Bill of Materials
SBOM
● List of all software dependencies

(including transitive)
● With versions
● Usually also the license
● Sometimes with vulnerabilities

Formats
● SPDX® - Software Package Data 

Exchange (Linux Foundation)
● CycloneDX (OWASP)



Anchore syft + OWASP Dependency Track
Code: https://github.com/derkoe/kcd-austria2023

https://github.com/derkoe/kcd-austria2023


Syft Demo



SBOM Operator + Dependency Track



Scan🔎





False Positives



Update🔄



Renovate DependaBot



Renovate
Code: https://github.com/derkoe/kcd-austria2023

https://github.com/derkoe/kcd-austria2023


Renovate Demo



Renovate Demo



Renovate Demo



Remember the three things 

🎉

🗃 Inventory 🔍 Scan 🔄 Update



github.com/derkoe

 derkoe.dev

 @derkoe

 @derkoe@mastodon.social

We are hiring: 
https://www.porscheinformatik.com/en/career/🤫

https://github.com/derkoe
https://derkoe.dev/
https://twitter.com/derkoe
https://mastodon.social/@derkoe
https://www.porscheinformatik.com/en/career/


● State of Open Source Security Report 2023, Snyk
● 2023 Open Source Security and Risk Analysis, Synopsys
● Anchore's syft and grype
● SBOM Operator
● OWASP Dependency Track
● OWASP Defect Dojo
● Renovate Bot (Renovate Docs)
● Snyk: The State of Open Source Security 2020
● Whitesource: The State of Open Source Security Vulnerabilites 2021

https://go.snyk.io/state-of-open-source-security-report-2023.html
https://www.synopsys.com/software-integrity/resources/analyst-reports/open-source-security-risk-analysis.html
https://github.com/anchore/syft
https://github.com/anchore/grype
https://github.com/ckotzbauer/sbom-operator
https://dependencytrack.org/
https://owasp.org/www-project-defectdojo/
https://www.mend.io/renovate/
https://docs.renovatebot.com/
https://snyk.io/open-source-security/
https://www.whitesourcesoftware.com/wp-content/media/2021/04/the-state-of-open-source-vulnerabilities-2021.pdf
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Thank you


